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$ whoami

## Brett Calderbank
●

● ## All-round cool guy
●

● ## Security engineer @ MSP
●

● ## Hundreds of twitter followers... at least dozens
●

●

## Shameless plug: @odin_the_mighty on twitter
● ## Connect with me on Linkedin if that’s your kinda thing:
● https://www.linkedin.com/in/brettcalderbank/
●



  

$ cat /opt/this_talk

● ## Quick n’ rough intro to OSINT
●

● ## Introduce you to how different kinds of people 
potentially use OSINT

●

● ## How we can (and do) use it in information security
●

● ## Not an intro to things like the Overton window, 
memetics, ACE, or anything potentially SOCINT and 
such </3 



  

What even is OSINT?

Open-source intelligence (OSINT) is data 
collected from publicly available sources to be 

used in an intelligence context.

“Open” meaning Overt.



  

Just checking, you know what I 
mean by INTEL right?

●

● Intelligence is simply put: any information that 
can be, or is, useful to inform.

●

                          This DOESN’T mean that that
●                            INTEL is ‘intelligent’...
●

●

●

●



  

Different types of OSINT
● Shout-out to Wikipedia:



  

Who are we talking about?

Tin foil hats on now!



  

Foreign governements

● US to close CIA 
division’s UK 
intelligence 
monitoring unit 

●

● https://www.ft.com/co
ntent/99ede9cc-
b582-11e7-aa26-
bb002965bce8



  

Local governments

● https://www.cpni.gov.uk/who-we-work
● https://www.ncsc.gov.uk/information/global-

targeting-enterprises-managed-service-
providers

https://www.cpni.gov.uk/who-we-work


  

Business intelligence

● https://twitter.com/Daniel_Holman/status/917
989507454197765

●

●

https://twitter.com/Daniel_Holman/status/917989507454197765
https://twitter.com/Daniel_Holman/status/917989507454197765


  

and (most importantly) us!

● https://en.wikipedia.org/wiki/Cyber_threat_intellige
nce

●

●

●

●

●

●

● http://osint.bambenekconsulting.com/feeds/



  

Why do we even care?

●

●

## It affects every single one of us 24/7/365
●

##  From directly in our jobs and social lives, to 
international relations and military operations

●

● ## For example...



  



  

● http://www.bbc.co.uk/news/world-europe-41510
592

●

●

●

●

● https://www.wired.com/story/reaper-iot-botnet-
infected-million-networks/

Bad OPSEC, and staying up-to-
date!

http://www.bbc.co.uk/news/world-europe-41510592
http://www.bbc.co.uk/news/world-europe-41510592


  

Where can we use this?

● ## To practice good OPSEC/privacy
● By having a good understanding of our footprint we can be 

in control of what “bad” people can see and use against us. 
● ## Business intelligence
● Businesses can take advantages by being aware of, and 

adapting to, public perceptions and usage of their products 
as well as changing to meet demand.

● ## Threat intelligence

Us lot in security can take advantage of sharing different 
information and data sets – to help up work on anything 
from exploit development, to research, to the whole suite of 
blue and red teaming skills. 

●



  



  

● https://www.poynte
r.org/news/ultimat
e-guide-bust-fake-
tweeters-video-too
lkit-10-steps

●

● https://accountana
lysis.lucahammer.
com

https://www.poynter.org/news/ultimate-guide-bust-fake-tweeters-video-toolkit-10-steps
https://www.poynter.org/news/ultimate-guide-bust-fake-tweeters-video-toolkit-10-steps
https://www.poynter.org/news/ultimate-guide-bust-fake-tweeters-video-toolkit-10-steps
https://www.poynter.org/news/ultimate-guide-bust-fake-tweeters-video-toolkit-10-steps
https://www.poynter.org/news/ultimate-guide-bust-fake-tweeters-video-toolkit-10-steps


  

What tools do people use?

● https://github.com/aancw/Belati
● https://n0where.net/easy-intelligence-gathering/
● https://github.com/smicallef/spiderfoot

https://github.com/aancw/Belati
https://n0where.net/easy-intelligence-gathering/


  

LET’S DO SOMETHING 
PRACTICAL!

● Courtesy of https://twitter.com/Opes_pwnyan:
● > https://twitter.com/_pentti_1
● > https://twitter.com/_1m4S
● > https://twitter.com/_Come_AndGetMe_
●

https://twitter.com/Opes_pwnyan


  



  

A few other tools:

● Wayback machine
● Video Downloader
● Maltego
● Instalooter
● Tor/chrome incognito/other browsers



  

Q&A time!



  

Thanks for being here!
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